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CONTENT AND COPYRIGHT

proXsSign® is a product developed by SETCCE. Possession or distribution of proXSign
product without a license is illegal. Please contact mailto:info@setcce.si or +386 1 620 4
500 to obtain your license.

The content of this document is copyrighted entirely by SETCCE. No distribution or copying is allowed
without permission of SETCCE. SETCCE, SETCCE logos and SETCCE product names are
registered trademarks by SETCCE. Copying and usage of logos and product names are not
allowed prior to SETCCE approval.

About SETCCE

SETCCE is the leading regional provider of specialized solutions and services for business
process dematerialization. We have pioneered in local as well as in international markets
with technologies that deliver trust in e-business and e-government services, and comply
with the most demanding legislative requirements.

Working with industries such as telecom, finance, and the governmental sector, SETCCE
delivers a range of products and services covering the fields of:

e Electronic invoicing

e Electronic archiving

e Electronic signing

e PKI and information security

Contacts

SETCCE d.o.o.
Tehnoloski park 21
SI-1000 Ljubljana
Slovenia

Europe

Tel: +386 (1) 6204500
Fax: +386 (1) 6204509

E-mail: info@setcce.si
Web: www.setcce.si
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1. NEW GENERATION OF SETCCE PROXSIGN®
COMPONENT

The SETCCE proXSign® components provide digital signing, encryption/decryption and time
stamping of your documents.

The new generation of SETCCE proXSign® v 2.0.0 has been developed as a response to
the limited plug-in support by the majority of browsers. SETCCE proXSign v 2.0.0
overcomes issues raised by the limited access to the certificate store and crypto functions
in Firefox v 33 and higher, as well as issues related to limited plug-in access to the system
functions in Google Chrome and Microsoft Edge.

SETCCE proXSign v 2.0.0 innovative concept provides solution, which is browser
independent as it works in all popular browsers.

The new proXSign® component is installed as a desktop application which runs as a
background process. Features like »Autoupdate«, »Autostart« and »Check for Updates«
are configurable in the graphical user interface. You can also always check if component is
running.

The advantages of the SETCCE proXSign v 2.0.0 are:
One component for all functionalities (signing of PDF and XML documents, timestamping)
e Support for all popular browsers,
e User can use different browsers and only one digital certificate store,
e Single installation for all browsers,
e Autoupgrade.

For assistance with installation or use of SETCCE proXSign v 2.0.0 please first contact the
service provider (i.e. on-line banking, governmental services etc.), and then the SETCCE
support.
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2. SUPPORTED ENVIRONMENT

2.1. Supported environment

Operating system (0S) I Browser

Windows € Internet Explorer v8 to v11
XP,7,8,8.1,10 B Edge v20

@ Mozilla Firefox from v30 to v42
® Google Chrome v45 and v46
@ Opera v31

© safariv 5.1.7

Notes:
e For MAC OS X see SETCCE_proXSign_UserManual_MAC_ANG.docx.
e In the current version of ProXSign® package, LINUX OS is not supported yet.
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3. PREREQUIREMENTS

3.1. Communication port

Browsers communicate with SETCCE proXSign® component over one of the fallowing
unused ports:

o 14972,
o 41472,
o 57214,
. 61427.

If you use Internet Explorer v8, v9, then one of the first two ports can be used (14972
or 41472).

In order to run SETCCE proXSign® component in your environment you have to ensure
that one of the listed ports are unused.

3.2. Import a personal digital certificate

Your personal digital certificate has to be installed in Windows certificate store. See chapter
7.

3.3. »SETCCE services root CA« and »SETCCE proXSign
intermediate CA« digital certificates

SETCCE proXSign® component provides a higher level of security to its user by encrypting
the communication between the component and the browser.

Therefore two digital certificates issued by SETCCE d.o.o. has to be installed on your
computer as a trustworthy certificate:

e SETCCE services root CA and

e SETCCE proXSign intermediate CA

3.3.1. How to install »SETCCE services root CA« and »SETCCE
proXSign intermediate CA« digital certificates

Both digital certificates are automatically installed into Windows certificate store during the
first setup of the SETCCE proXSign® component.

Both digital certificate are also automatically installed in the Mozilla Firefox certificate store,
but when the SETCCE proXSign® component is started.

You can check thumbprints of »SETCCE services root CA« and »SETCCE proXSign
intermediate CA« digital certificates in digital certificate details view. Thumbprint of
»SETCCE services root CA« installed in your digital certificate store must match Thumbprint
on Figure 1 and thumbprint of »SETCCE proXSign intermediate CA« must match
Thumbprint on Figure 2.
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" Certificate T

| General | Details | Certification Path |

Showv: [{AI;. ']

Field Value -
[ | pubkc key RSA (4096 Bits)

{51/ Subject Key Identifier 113fa467 11acdl ifd36a ...
(5] Autherity Key Identifier KeylD=113fa467 11acdl L..

i Basic Constraints
Digital Signature, Certificate Si...
shai

d064e23f30 2ccebd 50 35 ...

Subject Type=CA, Path Lengt... F‘
I

dl 64 =2 3f 30 2o ce bd 50 39 £f 51 31 25
bb ac 85 39 b7 84

| EditProperties... | | Copy toFile... |
Learn more about certificate details

(o ]

Figure 1: »SETCCE services root CA« digital certificate's thumbprint

[(Cartitcaei o

| General | Details | Certification Path |

Show: [<all> -
Field vale -
ful| subject Key Identifier 13b2 44 1305b2 e4 c6 4fab ...
51| Authority Key Identifier KeylD=11 3f a4 67 11 acdi L..
51 |CRL Distribution Points [1]CRL Distribution Point: Distr...
i | Basic Constraints Subject Type=CA, Path Lengt...
il key usage Digital Signature, Certificate Si... | _
= : , . E
[ 5| Thumbprint bd 04 7befb8ec91 7a 95 43 ...

bd 04 7b =f b8 ec 91 7a 96 43 =0 eb cB fe
93 Ec 45 74 35 90

| Edit Properties... | | CopytoFie... |
Learn more about certificate details

o ]

Figure 2: »SETCCE proXSign intermediate CA« digital certificate's thumbprint
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Important:

1. If you want to install Mozilla Firefox browser on your computer, after the SETCCE
proXSign® component has been already installed and running, you have to
restart the component. The restart of SETCCE proXSign® component installs
both SETCCE certificates into Firefox certificate store. To refresh digital certificates
data in the Mozilla Firefox browser, you must restart browser.

See chapter 5.1 for restart.

2. If you install and run the component over Mozilla Firefox browser, you have
to restart the browser after successful installation.
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4. INSTALLATION AND UPGRADE

SETCCE proXSign® component is installed as a desktop application which runs as a
background process.

The features like »Autoupdate«, »Autostart« and »Check for Updates« are configurable in
SETCCE proXSign® graphical user interface. You can also check if the SETCCE proXSign®

component is running.

4.1. Install SETCCE proXSign® component

The executable program is called SETCCE_proXSign_setup.exe and it is signed with
SETCCE digital certificate, issued by CA Thawte.

Certificate &J

| General | Details | Certification Path

Show: [<AII> v]
Field Value -
BSignamre algorithm sha256R5A
BSignamre hash algarithm sha256 ‘E ‘
[E] 1ssuer thawte SHA255 Code Signing ... (g
[=]|valid from 24, marec 2015 2:00:00
[=]|valid to 23. marec 2017 1:53:59
DSubjev:t SETCCE d.0.0., SETCCE d.0.0...
[=]Public key RSA (2048 Bits)
mﬂacir Cranetrainte Suhisrt Tune =Frd Fntitby Pat
CM = thawte SHA256 Code Signing CA
0 = thawte, Inc.
C=US5

Edit Properties... Copy to File...

Learn more about certificate details

Figure 3: SETCCE digital certificate used for signing proXSign® setup

SETCCE proXSign® component could be installed in two ways:
- Silent installation
- Standard installation

Both installation procedures demands administration privileges.

Important:
Before you start with setup procedure, make shore that proXSign® component doesn’t run

on your computer (under any user on your computer). See chapter 5.3 for stopping the
proxsign® component.
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4.1.1. Silent installation

Silent installation can be run in two modes:
1. Silent installation with autostart of the component
2. Silent installation without running the component

4.1.1.1. Silent installation with autostart

Run the SETCCE proXSign® component in command prompt with the next command:
SETCCE_proXSign_setup.exe /silent

Component will be installed in silent mode. After successful installation the component will
start automatically.

4.1.1.2. Silent installation without running the component

Run the SETCCE proXSign® component in command prompt with the next command:
SETCCE_proXSign_setup.exe /silent /norun

Component will be installed in silent mode but it won't be started at the end.

4.1.2. Standard installation

Installation steps:
1. Log in to your user account as administrator.
2. Download, save and unpack the distribution package.
3. Double click on SETCCE_proXSign_setup.exe.
4. For the security reasons, check the Security Warning dialog window (Figure 4). If
the component is proXSign® and the publisher is SETCCE d.o.0., then click »Yes«.

%! User Account Contral ===

757 Do youwant to allow the following program to make

" changes to this computer?

Ful Program name:  SETCCE proXSign® Setup
Verified publisher: SETCCE d.owo.
File angin: Hard drive on this computer

| Show details Yes _ MNe

C"ua"uqe when these notifications appear

Figure 4: Security warning dialog window
5. Than fallow the setup instructions.

During the installation process, you can choose between two additional options:
1. Create a desktop icon (Figure 5).
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2. Launch proXSign (Figure 6).

ﬁl SETCCE proXSign® component suite setup = =

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling SETCCE
proXSign®, then dick Next.

Additional icons:

/| Create a desktop icon

| < Back |[ Next > ]| Cancel

Figure 5: Option »Create a desktop icon«

ﬁ’ SETCCE proXSign® component suite setup |L|—J

Completing the SETCCE
proXSign® Setup Wizard

Setup has finished installing SETCCE proXSign® on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

| Launch proXSign

Figure 6: Option »Launch proXSign«

By choosing an option »Launch proXSign«, the component is launched as soon as
installation process is finished.

Important:

1. The first time you log-in as a standard user after proXSign® component has been
installed on your computer, you have to run the component, since it is not started
automatically. See chapter 5.1.

2. The SETCCE proXSign® component uses two digital certificates; »SETCCE
services root CA« and »SETCCE proXSign intermediate CA«. See chapter 3.3.
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4.2. Autoapdate of SETCCE proXSign® component

The component can be updated on request or automatically (if new release is available).

Both update procedures demands administration privileges.

Configure »Autoupdate«:
1. In System Tray select »proXSign« icon; the dialog window with all your personal
digital certificates appears.

2. Click on »Settings«.

3. Choose option »Autoupdate«.

-

“) SETCCE proXSign 2.0.0.112

==5=)

Certificates

Settings

W autoupdate

| ] Autostart

| % Check for updates

1 Apply updates automatically

= Quit

Figure 7: »Autoupdate« option

Option »Autoupdate« is disabled by default.
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4.3. Check for updates

By clicking on button »Check for updates«, you can check if new release of SETCCE
proXSign® component is available.

“Y SETCCE proXSign 2.0.0.112 %

Certificates v

Settings A

] Autoupdate

| & Autostart )

Iﬂﬂ'ed:fwmdahu |

‘1 proX5ign updates ﬁ

,\']j) Version 2.0.0.112 is up to date

| OK
1. = 1

Figure 8: Option »Check for updates«
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5. QUIT AND RESTART SETCCE PROXSIGN® COMPONENT

5.1. Start SETCCE proXSign® component

The component itself can be started in three different ways - depending which option is
chosen during the installation process:

1. The component is already running (if you are logged in as administrator and the
component was installed with option »Launch proXSign«). In this case check the

System Tray for proXSign icon.

&2 O
¢ ™

|0 &

Customize...

= <

Figure 9: proXSign icon in System Tray

2. From »Start« © menu: you can choose proXSign from the list or type proXSign
in the search box.

L2 VMware Player »

1 proXSign

»  All Programs

g p'w
2 IEIGIE]

Figure 10: Run proXSign from Start menu

3. By clicking on desktop icon s

during the installation process).

(if the option »Create a desktop icon« was chosen
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5.2. Autostart SETCCE proXSign® component

The SETCCE proXSign® component supports autostart functionality. If »Autostart« option
is configured, the component is run when you log-in.

Configure »Autostart«:
1. In the System Tray, click on »proXSign« icon; the dialog window with all your
personal digital certificates is shown to you.
2. Click on »Settings«.
3. Choose option »Autostart«.

[ “A SETCCE proXSign 2.0.0.112 ﬁﬁ
Certificates <
Settings A

(¥ Autoupdate
W Autostart

% Check for updates

“A Start proXSign automatically = Quit

Figure 11: Option »Autostart«

Option »Autostart« is enabled by default.

5.3. Quit (Stop) SETCCE proXSign® component

We suggest to run proXSign component as a background process. In this case, the

component itself does not perform any activity except if it is configured to perform

»autoupgrade«. If »autoupgrade« option is configured, the component periodically checks

(every 3 hours) if there is a new release available.

o If you want to stop the proXSign component (kill the process) click on »Quit« ~ **
button.

See Chapter 5.1 for restart.
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e If you want to hide or minimize the SETCCE proXSign user interface, then click on

E. In this case, the SETCCE proXSign component is still running in the
background and the proXSign icon is placed in the System Tray.

[ “Y SETCCE proXSign 2.0.0.112 ==
Certificates v
Settings ~

¥ Autoupdate
™ Autostart

¥ Check for updates

“N start proXsign automatically

Figure 12: Options »Quit« and »Close«
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6. REMOVING SETCCE PROXSIGN® COMPONENT

To be able to remove SETCCE proXSign® component from your computer you have to log
in as administrator.

Steps for removing component:
1. Open »Control Panel« from the Start menu and choose »Programs and Features«.
2. Choose SETCCE proXSign® component from the list.
3. Right click on it and »Uninstall«.

:iﬁ + Control Panel » All Control Panel items » Programs and Features -

Contral Panel Home

View installed updates

Tumn Windows features on or
off

Install a program from the
metbwork

Uninstall or change a program

To wninstall 8 program, select it from the list and then click Uninstall, Change, or Rapair.

Organize =  Uninstall

Mame

1 Quest Software Toad for MySQL Freeware 5.3

| Quest Software Toad for SQL Server Freeware 5.1

% Reattek High Definition Audio Driver

[* 9 SETCCE proXSign® PDF ActiveX 1.2.27 - PDF Digital Signatures plugin - User

[EsETCCE proXSign® XML ActiveX 1.2.27 - XML Digital Signatures, Encryption and...

|2 SETCCE proXSign® POF 1.2.27 for Opera, Chrome and Safari browsers
[RSETCCE proXSign® XML 1.2.27.1999 for Opera, Chrorne and Safari browsers
" SETCCE prodSign setup 216.0

W SETCCE proXsign® version 20.0.112 =

4 simplifast it |

B Skype™ 77

Figure 13: Uninstall proXSign from your computer

Publis
Cuest
Quest
Realte
SETC
SETCE
SETCE
SETCE
SETCE
SETCC
sinnpli
Skype

The SETCCE proXSign® component is removed from your computer. »SETCCE
proXSign intermediate CA«.
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7. INSTALLING A DIGITAL CERTIFICATE

7.1. Is your personal digital certificate installed on your
computer?

In order to use SETCCE proXSign® component on your computer, your personal digital
certificate has to be installed in Windows digital certificate store or on smart card.

Steps to install your personal digital certificate in Windows store by Internet Explorer,
Edge, Chrome, Opera, Safari on Windows OS are as follows:

1. Save your personal digital certificate on your computer.
2. Double click on your digital certificate and follow the instructions.

5
Certificate Import Wizard [

File to Import

Spedify the file you want to import.

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P7B)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

[ < Back H Next > ]l Cancel ]

Figure 14: Installing your personal digital certificate
3. Then click »Import« and select your certificate. Enter the password in the dialog

window and click »OK«.

7.2. Is your root certificate installed on your computer?

In order to use SETCCE proXSign® component, you have to install root certificate of
Certification Authority which has issued your personal digital certificate.
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